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Development and validation of the Iranian version of the Patient Privacy

and Confidentiality Scale
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Abstract

The aim of this study was to develop and psychometrically
validate the Iranian scale of patient privacy and confidentiality.
This methodological study was conducted in two stages: first, a
conventional content analysis was used to qualitatively identify
concepts of privacy and confidentiality. Then, the face validity,
content validity, and construct validity were assessed. Internal
consistency coefficient and total consistency were checked. KMO
and Bartlett’s test were used to examine the questionnaire for
factor analysis. EFA identified seven factors that accounted for
55.25% of the total variance in the questionnaire score. The total
Cronbach’s coefficient was 0.84 for the whole instrument. The
Spearman reliability coefficient of the instrument was 0.91 using
the test”retest method. The final Iranian version of the Patient
Privacy and Confidentiality Scale can be used as a valid and
reliable instrument to measure the rate of observation of patient
privacy and confidentiality.
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Introduction

Valuing human dignity is one of the most important
components of human rights in healthcare systems(1).
Human dignity is an extensive multifaceted concept, the
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major aspects of which have attracted the attention of
researchers (2). Patient privacy and confidentiality, defined
as “any individual's feeling towards their nature, position,
independence, and private space’is considered one of the
most fundamental dimensions of patient dignity and is a
human right(3, 4).Developed countries have passed a number
of acts and legislations to support and protect this right (5).
Moreover, the World Health Organization ( WHO) has clarified
this concept in medical ethics and patient rights declarations
to aid in the observance of patient privacy in therapeutic
settings (6). Attendance of individuals in clinical setting gives
them a greater inclination to protect and control their privacy,
regardless of their position or health status (7). This is a duty of
various members of the treatment team(4). Given that nurses
are responsible round-the-clock for patient care, they play a
greater role in observing patient privacy and confidentiality(4).
Observing patient privacy is one of the most basic concepts of
ethical care (2, 3), so it is the key guiding principle of the ethical
code of nursing (8). On the basis of this code, the foremost
professional responsibility for nurses is caring for patients’
needs and providing an atmosphere that respects human
values, beliefs, rights, and dignity (8). Observing patient privacy
results in some consequences for the individual and the

healthcare system(4). On the other hand, overlooking it has
been found to lead to loss of patient confidence in the
treatment team, predisposing them to a reduced quality of
care, prolonged hospital stay, delayed recovery, and increased
costs (4, 9). Despite the importance of patient privacy, few
studies in Iran have focused on the issue(10).The study by
Dehghani et al indicates that nurses have little awareness
of patient privacy and dignity and that their perception of
the concept is different from that of patients (11).Tehrani
et al mention in their study that despite the importance
given to privacy by nurses, from the patients’ perspective, the
observation of patient privacy and patients’ satisfaction in this
area were very low (6). The results of the study by Hajbaghery
et al of 330 elderly patients hospitalised in Isfahan and
Kashan demonstrate that patient privacy was well observed
only in 16.4% of cases (12). The low number of studies in this
field may be attributed to the absence of a valid and reliable
inventory for measuring the observation of privacy (10). Ozturk
et al believe that there is no valid and reliable instrument
available for examining the observation of patient privacy and
confidentiality(13). Evaluating patient perspectives can allow
for some modifications in the methods of service provision
on the basis of standard health models. Presently, the patient-
centric approach focuses on continual feedback from patients
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and the steady improvement of processes and organisational
care provisions(8).

Although a few inventories like the Privacy Attitude
Questionnaire (RAQ) (14), Privacy Observation and Patient
Satisfaction Scale (7), Observation of Pediatric Privacy in
Pediatric Wards(15), Scale of Professional Ethics Observation
from Nurses’ and Patients’ Perspectives (16), and the Privacy
Model (17) have been published, they suffer from limitations.
The Privacy Attitude Questionnaire (RAQ) only checks the
informational dimension and the protection of electronic
documents.The scale developed by Dehghani et al checks
all the dimensions of privacy but physical privacy is
emphasised more than others (16). Foroozadeh et al used a
scale that only deals with children’s information and physical
privacy, and adult considerations for privacy are not used
(15). The limitations of these instruments, such as cultural
dependence and bias, a focus on a specific population, lack of
attention to the various aspects of privacy, and the lack of
comprehensiveness have led to their limited utility. Given the
importance of patient privacy and confidentiality, their role
in promoting quality care and health services,and the lack
of a suitable scale for measuring the observation of patient
privacy, this study developed and psychometrically validated
the Iranian version of the Patient Privacy and Confidentiality
Observation Scale.

Subjects and methods
Methodology

This methodological study was carried out in two stages
during the period 2017-2019 in Tehran.

Item generation

The literature review was conducted using the keywords
“privacy’; “confidentiality’, and“secrecy” and other related
English and Persian terms, which were entered on PubMed,
Ovid, Scopus, Science Direct, SID, Google Scholar,and Thomson
Reuters. The inclusion criteria were Persian or English sources,
the presence of keywords in the study,and the publication
of studies in prestigious domestic or foreign journals during

2010-2019.

The initial search revealed 174 records. In the first stage,
repeated articles were excluded from the results. Finally,
those articles that met the inclusion criteria were selected for
investigation. Sixty studies (40 Persian and 20 English) were
examined at this stage.The pool of 93 items was designed on
the basis of findings and codes extracted from the literature
review. Then, 32 items were removed due to conceptual
similarities by a board of experts (an instrument developer,
a bioethical specialist, a psychiatric nurse, two nursing ethics
specialists,and a nurse).They selected 64 of the 93 items
for the first draft of the instrument. In this way, the initial
questionnaire for assessing psychometric properties was
prepared based on a 5-point Likert scale (completely agree=5,
agree=4, indifferent=3, disagree=2, completely disagree=1).
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Validity
Face validity and content validity

To investigate content validity qualitatively, 10 experts familiar
with privacy and pertinent concepts (bioethics, nursing ethics,
instrument development, and psychiatric nursing) were asked
to evaluate the questionnaire in terms of grammar, wording,
item allocation (qualitative content validity) and to add
more suitable items to the pool. To examine content validity
quantitatively, the experts were asked to investigate estimate
the content validity ratio (CVR) and content validity index (CVI).
To assess the CVR, they were asked to score the necessity of
each item on a 3-point Likert scale ranging from necessary=1
to unnecessary=3. After calculating the CVR of each item,
the inclusion or exclusion of the item was determined on
the basis of critical points assigned according to the Lawshe
table. Items with CVR<0.62 (critical point in the Lawshe table
for 10 experts) were excluded and the rest maintained.The
experts were asked to investigate the relevance of the items
by assessing the CVI on a 4-point Likert scale. The CVI of the
whole instrument was examined using a Kappa designating
agreement on relevance. Further, to investigate the face
validity from the target group’s perspective, the questionnaire
was read out separately to 15 patients by the first researcher,
who was familiar with the items and concepts in them. Fifteen
patients hospitalised in Tehran hospitals (Shohadaye Tajrish
Hospital, Imam Hussein Hospital, and Logman Hospital) were
selected using a convenient sampling method. Patients’
perceptions of the items were explored. The items that were
difficult to understand or ambiguous were revised based on
patients’ feedback.

Construct validity

Construct validity was investigated with exploratory factor
analysis (EFA).For EFA,3-10 samples are required per item
in the questionnaire (18). In this questionnaire, 4 samples
were selected for each item (46 items), so the sample volume
was set at 200 after considering subject attrition. Thus, 200
patients hospitalised in internal medicine, neurology, ER, and
orthopaedic wards of hospitals in Tehran (Shohadaye Tajrish
Hospital, Imam Hussein Hospital, and Logman Hospital)
were selected using a convenience sampling method. They
began participating in the study after signing the informed
written consent form. These were the inclusion criteria: aware
of the environment, no history of mental disorders, ability to
communicate, lack of emergency situation, the passage of
at least 48 hours since hospitalisation, aged above 18 years,
literate and having signed the informed written consent.
The exclusion criteria were incomplete questionnaire and
interference of attendants while completing the questionnaire.
By referring to Tehran hospitals (Shohadaye Tajrish Hospital,
Imam Hussein Hospital, and Logman Hospital), the researcher
talked to patients, and explained the study objectives to them.
If they agreed and met the inclusion criteria, the scale was
provided to them. The questionnaires were then collected
from the hospitals and, after ensuring the accuracy of
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completion, were prepared for analysis.

KMO (Kaiser-Meyer-Olkin) and Bartlett’s test were used to
determine the sampling sufficiency and investigate the
correlation coefficient matrix among the items. To extract the
number of factors, the least factor loading of 0.35 and Eigen
value>1 were used. Varimax rotation was used to facilitate
interpretability.

Reliability

The internal consistency coefficient was estimated with
Cronbach’s Test-retest was used to establish the reliability
coefficient of the instrument. Since the questionnaires were
anonymous, patients were asked to voluntarily write their file
number on the questionnaires. Then, 30 questionnaires were
selected from among those with file numbers. Test-retest was
administered within two weeks and the consistency of the
instrument was established using an intraclass correlation
coefficient.If a patient was discharged or did not complete
the questionnaire for any reason, another questionnaire with a
file number on it was substituted for the incomplete one.The
data were gleaned via self-reported. When administering the
questionnaires, the researcher first explained the research
topic, goals, and procedures to the patient in a private
examination room. After obtaining their informed consent, the
questionnaire was given to the patient to be completed after
the researcher left the room.When they were done, the patient
put it in the questionnaires box.

Ethical considerations

Approval of the research proposal was conferred by the
Committee of Ethics in Human Research at Shahid Beheshti
University of Medical Sciences under the code IR.SBMU.
PHARMACY.REC.1397.183 in 2018.The patients were assured of
anonymity and confidentiality and that they could leave the
study at any stage without consequences.

Data analysis

The data were analysed with SPSS 16 using descriptive
statistics. The Kolmogorov-Smirnov test was used to examine
the normal distribution of data. The Spearman correlation
coefficient was used to measure the correlation between the
scores of the two tests. Cronbach’s coefficient and ICC were
used to investigate reliability. Given the abnormal distribution
of data, principal axis factoring (PAF) along with Varimax
rotation were used to extract items in the Iranian Patient
Privacy and Confidentiality Scale by considering a least factor
loading of 0.35 (p=0.05).

Results
Face and content validity

To establish qualitative content validity, expert opinions were
used to modify and revise the wording and grammar of most
of the items to simplify them and make them objective. For
instance, the item “How far do ward staff provide suitable
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conditions for your prayer and worship?” was converted to
“Treatment staff provides the required facilities for my prayers
and worship” Similarly, the item “Access to phone or paging
attendant if necessary” was changed to “The treatment staff
helps me to access a phone or page my attendant if required”.
The CVR ranged between 0.6 and 0.8 for each item. The 12
items with CVR<0.62 were omitted. CVI was estimated to be
between 0.3 and 1 for individual items in relation to relevance,
leading to the omission of 6 more items. CVI was estimated at
0.89 for the whole instrument using Kappa designating
agreement on relevance. During the content validation stage,
18 items were eliminated and 46 items maintained. The
demographics of the samples in the construct validation
phase and other information are displayed in Table 1. This
shows that 57% of the participants were female.The mean age
of patients was 53.12+17.93 years, with a mean hospitalisation
time of 5.53+5.72 days.

Table 1:
Demographic information of the study units
Variable Face validity Construct validity
Frequency | % age |Frequency | % age
Gender Female 9 60 114 57
Male 6 40 86 43
Marital Single 3 20 22 11
status
Divorced 0 0 12 6
Married 12 80 166 83
Employent |  Student 0 0 16 8
status
Homemaker 5 333 76 38
Employed 2 133 27 135
Unemployed 1 6.6 42 24
Self- 7 46.6 68 34
employed
Education Primary 1 6.6 42 24
level school
Middle 2 133 40 20
school
High school 7 46.6 68 34
diploma
Academic 5 333 50 25
degree
Residence Urban 9 60 165 825
Rural 6 40 35 17.5
Satisfactio | Complete 2 133 40 20
n
with care Relative 10 66.6 134 67
provision
Dissatisfied 3 20 26 13
Variable Mean SD Mean sD
Age 45.12 10.22 53.12 17.93
Length of hospital stay 3.44 1.30 5.53 5.27
(days)
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Construct validity

During this stage, 46 items were added to the model; of these,
considering 0.4 as the minimum factor load, 20 items were
deleted, with 26 items left. KMO and Bartlett’s test were used to
examine the capability of the questionnaire for factor analysis.
KMO indicated the sufficiency of the sample volume (0.82).
Bartlett's test demonstrated that the correlation matrix among
the questionnaire items is fit for analysis (X2=2212.53,
p<0.001). Factor analysis resulted in 7 factors that accounted
for 55.25% of the total variance in the score of the scale
developed in this study (Tables 2 and 3; Figure 1).

Table 2:
Special value and variance determined by factors extracted from the
final Iranian version of the Patient Privacy and Confidentiality
Scale
Factor Special value | Variance accounted for by each
factor
Factor 1 (5 items) 6.54 10.40
Factor 2 (4 items) 3.13 8.14
Factor 3 (4 items) 1.91 8.09
Factor 4 (4 items) 1.73 7.68
Factor 5 (3 items) 1.50 7.07
Factor 6 (3 items) 1.25 6.99
Factor 7 (3 items) 1.21 6.84
Total Factors 55.25
]
B
v
: 345 67 8 0 1WMNMN 2131415161718 192021 2223242526
Factor

Figure 1: The screen plot of the Iranian version of the Patient Privacy and
Confidentiality Scale

Internal consistency and instrument reliability

Internal consistency was estimated for each item using
Cronbach’s coefficient >0.72,and the reliability coefficient of
the whole instrument was 0.84. Regarding instrument
consistency, the test-retest reliability coefficient was 0.91
using the Spearman correlation coefficient (p<0.0001,
ICC=0.71,p<0.0001) (Table 4).

Scoring procedure

The final scale consisted of 26 questions in 7 domains, based
on a 5-point Likert scale (completely agree to completely
disagree). The score range of the scale, based on the above
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explanations, is 26-130, with higher scores indicating a
greater level of privacy. We can use the following formula and
determine the cut-off score of the scale.

Cut-off in Likert scale= (maximum total score + number of
questions)/2

A score of more than 78 shows an adequate level of privacy.

Discussion

This study developed and psychometrically validated the
Iranian version of the Patient Privacy and Confidentiality Scale.
To determine the validity of the scale, 64 items were identified
based on codes. The outcome of a face validity and content
validity assessment was a 46-item questionnaire. The results
of construct validity yielded an instrument with 26 items in
seven domains, including independence in decision- making,
accessibility and responsiveness, confidentiality and secrecy,
valuing mental security, care giving and follow-up, respecting
beliefs and requests, and observation of privacy and
confidentiality. These seven factors constituted 55.25% of the
total variance of the questionnaire.

In the first stage, the content validity of the instrument was
assessed by experts before the questionnaire was answered by
participants in the target group.The content was modified and
clarified wherever necessary. Items with CVR>0.62, were
omitted, on the basis of 10 experts’ opinions. Then, 12 items
with CVR less than the expected valuein the Lawshe table
were eliminated and 52 items retained for the following
stages.Thus, it can be said that all items in the instrument were
necessary. The CVI for relevance of each item fell between 0.8
and 1 and the total CVI was >0.9. Six items with CVI<0.70 were
omitted and 46 items maintained for subsequent analysis.
Items with CVI<0.70 were not acceptable and were revised or
omitted. Regarding CVI of the whole instrument, values >0.86
were acceptable (19-21). By this measure, the Iranian Patient
Privacy and Confidentiality Scale possesses acceptable
content validity.

In interviews, 15 patients were asked to evaluate the questions
regarding their level of difficulty, irrelevance, and ambiguity
(qualitative face validity). The changes made in this version
following the process of qualitative face validity have been
more than cosmetic. These changes have created a better
and simpler understanding for the target group and are in
accordance with the culture and circumstances of that group
(22). The content validation of the developed scale based on
expert opinions was mostly concerned with simplicity, clarity,
perceptibility, and intelligibility in the wording of the items.
At this stage, most items were revised and reworded to make
them more comprehensible to patients. The rate of variance
determined by extracted factors during EFA is one of the
most important parameters used in judging the construct
validity of an instrument; thus, Polit et al state that the factors
identified in the factor analysis should account for at least
60% of the total variance in scores, and each identified factor
should account for at least 5% of the total variance in scores
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Table 3:

Factorial coefficients, items of extracted factors in factor analysis in the final
Iranian version of the Patient Privacy and Confidentiality Scale

No. Item Factor 1| Factor 2| Factor 3| Factor 4| Factor 5 | Factor 6| Factor 7

Q3 The nurse and doctor obtain my permission for caregiving or training. 0.74

Q4 The nurse obtains my permission for moving my private materials. 0.70

Q1 The nurse helps me choose the hospital room. 0.68

Q2 The nursing students obtain my permission for caregiving or training. 0.68

Q1 The nurse and doctor pay attention to what | say to them. 0.47

Q27 | The nurse and doctor introduce themselves to me. 0.85

Q26 | Nursing students of the ward are introduced to me. 0.70

Q28 | The nurse responds to my requests as quickly as possible. 0.63

Q29 | The nurse and doctor respect my clinical needs. 0.48

Q36 | Iam shown that my information remains confidential in the hospital’s 0.82
electronic filing system.

Q37 | The nurse and doctor are confident and reliable regarding my medical 0.81
information.

Q40 | The nurse and doctor keep my personal information confidential. 0.66

Q39 | The nurse and doctor attach importance to my personal information. 0.42

Q21 | The nurse and doctor value me. 0.72

Q20 |The nurse and doctor understand my concerns. 0.66

Q19 | The nurse and doctor avoid disturbing my rest and sleep. 0.52

Q23 | The nurse and doctor support me psychologically during times of fear. 0.43

Q34 | The nurse and doctor explain the follow-up care procedures, such as 0.73
subsequent appointments.

Q35 | The nurse and doctor guide me correctly before discharge. 0.68

Q33 | The nurse and doctor explain any therapeutic intervention. 0.67

Q16 | In this ward, male nurses give care to male patients and female nurses 0.75
give care to female patients.

Q18 | The nurse provides the required facilities for patients to pray. 0.72

Q24  |The nurse aids me to access a phone or page my attendants if necessary. 0.57

Q9 The nurse and doctor partition my bed with shades for examination or 0.78
caregiving, including wound dressing, injections, etc.

Q8 The nurse and doctor close the door for examination or caregiving, 0.64
including wound dressing, injection, etc.

Q10 The nurse and doctor cover me for examination or caregiving, including 0.62
injection, wound dressing, etc.

Factors extracted from themes of items on which they were loaded were named as follows:

Factor 1 including Q 3,11,4,1,and 2:independence in decision-making
Factor 2 including Q 27, 26, 28, and 29: accessibility and responsiveness
Factor 3 including Q 6, 37,40, and 39 : confidentiality and secrecy
Factor 4 including Q 21,20, 19, and 23: value and mental security
Factor 5 including Q 34,35, and 33: caregiving and follow-up

Factor 6 including Q 16, 18, and 24: respecting beliefs and requests
Factor 7 including Q 9, 8,and 10 : observation of privacy and secrecy

[36]
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Table 4:
Reliability coefficients of the final Iranian version of the Patient
Privacy and Confidentiality Scale
Subscale Cronbach’s 2 | Intraclass
Correlatio
Coefficient
Independence in decision-making 0.83 0.79
Accessibility and responsiveness 0.80 0.75
Confidentiality and secrecy 0.78 0.73
Value and mental security 0.72 0.78
Caregiving and follow-up 0.85 0.65
Respecting beliefs and requests 0.75 0.81
Observation of privacy 0.77 0.70
Total instrument 0.84 0.71

(19). Furthermore, many sources assert that the identified
factors should account for at least 50% of the total variance in
scores (23-25).The EFA suggested that the final version of the
scale developed in this study is a 7-factor instrument that has
construct validity. The following factors were identified
through the developed questionnaire: in ethical patient care,
the patient enjoys independence in decision-making (26-28),
the patient’s caregivers are accessible and responsive (29),
confidentiality and privacy are observed in patient care, the
patient feels valued and secure (30, 31), the patient is cared
for and followed-up on (32), their beliefs are respected(33),
and their privacy and confidentiality are respected (34, 35).

Ozturk et al provided the Patient Privacy in Nursing Scale,
some aspects of which resemble those designed in

the present study (privacy, secrecy, confidentiality, and

respect for beliefs and requests) and account for >61% of the
total variance. Also, the aspects of physical privacy (9),
dynamism of privacy, bodily privacy, spiritual and religious
privacy (6),and respect for beliefs, secrecy, and confidentiality
(36) were similar to those in the Iranian version of the Patient
Privacy and Confidentiality Scale. Cronbach’s for the whole
instrument was 0.84. Ebadi et al believe that an acceptable
and reliable ranges between 0.7 and 0.9. An instrument with
<0.7 is not reliable and >0.9 indicates confounded items, so
similar items need to be deleted. Hence, the scale developed
in this study enjoys suitable reliability (21). The coefficient was
0.93 for Ozturk et al's questionnaire, 0.81 for the Privacy
Observation Scale, 0.88 for the Privacy Observation and
Patient Satisfaction Scale, and 0.89 for the Nurses' Privacy
Observation from Elderly Perspective Scale.

The Spearman test-retest consistency coefficient of the
instrument was 0.91. Daly et.al (2014) renders a correlation
coefficient >0.7 as acceptable (37).The correlation coefficient
between scores of the test and retest examines the
consistency and repeatability of a test (21, 38). Given the
correlation coefficients obtained in this study, it may be
asserted that the instrument enjoys appropriate consistency
and repeatability and is, therefore, suitably reliable. The ICC of
the whole instrument and its factors was >0.7.In interpreting
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this, ICC<0.5 is weak, ICC between 0.50 and 0.75 is moderate,
ICC between 0.75 and 0.90 is good, and 1CC>0.90 is excellent
(39). The ICC of the scale developed here was between 0.47
and 0.71, with acceptable consistency.

A study by Ozturk et al in Turkey was conducted to develop a
patient privacy scale to identify whether nurses observe
patient privacy in the workplace.The participants were 354
nurses working in hospitals. Data were collected through a
questionnaire about the demographic characteristics of the
nurses and their opinions about patient privacy. The CVI of the
scale was 0.91 and Cronbach’s alpha was 0.93.The scale had
five subscales. Although this scale is about patients’ privacy, it
is directed towards an evaluation of nurses’ opinions about
privacy and not towards patients (13).In a study in Iran,for the
construction and validation of an instrument that investigates
patient privacy, the researchers reviewed articles and books
regarding privacy. The privacy component contained 41
questions relating to physical space (13 questions),
information confidentiality (7 questions), and psychosocial
aspects (21 questions). The CVI of items (or questions) ranged
from 85 to 100%. Cronbach’s coefficient for the privacy
components of the questionnaire was 0.88. However, CVR,
construct validity, and test-retest reliability coefficients were
not indicated (7).

Limitations of the study

One of the limitations of the present study is that the
deductive-inductive method was not used to extract items of
the scale. There was also a low level of participation of the
elderly. The perspectives of elders could have been analysed
separately. Another limitation of the present study was the use
of convenience sampling which does not allow for
generalisation of the survey results to the population as a
whole.

Conclusion

The findings show that the scale developed and validated
in this study enjoys high validity and reliability and, thus, can
be used to investigate patient privacy and secrecy in Iranian
hospitals and medical centres.The use of the Iranian version of
the Patient Privacy and Confidentiality Scale in educational
curriculain  medicine and allied health can familiarise
university students with different aspects and components of
patient privacy, secrecy, and confidentiality.

It is recommended that future studies use this questionnaire
to measure the rate of observation of privacy in state and
private hospitals.
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